G Provincial G t: The Office of the Premier

SUMMARY OF FRAUD PREVENTION PLAN
Implementation plan containing a
matrix of tasks and responsibilities.

complying with policies and procedures and the
|implications for employees.

Directorate: Directorate: Head:
Chief Financlal | Directorate: | Procurement Other Line Forensic Feedback
Components of the Plan DG Officer HR Services Management Services date
A. PREVENTING FRAUD AND CORRUPTION
Code of Conduct for Public Sector Employ
Workshops for alf gers of the D to Director -
create awareness of fraud and corruption. the Internal HR
manifestatons thereof and the plan
Circulating copies of the ethical prnciples Director -
|contained in the Code of Conduct for Public Internal HR
Servants to all the Department employees.
Ensure that all employees sign an annual Director -
declaration serving as an indication of their Internal HR
derstanding of, and ¢ i t to, the values
and the ethical and business conduct standards
ted by the Department
_ _ A Director -
Communicating specific ethical pnnciples to others Internal HR
stakeholders.
Create awareness on gifts policy aligned fo Director -
Section C 53 of the Code. Internal HR
Development of a robust system of declaration of Director -
prnvate interests and actual or potential confiicts of Internal HR
|interest.
Sy , policies, p i , rules and
regulations
Develop clearly defined communication and Director -
g gies (o create of ing Internal HR
and new pohicies and procedures
Devel ofp ions for all employees to
acknowledge, in wnting, that they have read the
policies and procedures applicable to their duties,
have undergone relevant training and/or are
aware of these polices and procedures
Director -
Internal HR
The develt and distnbubon of a regular Director -
iqué outlining the imp e of Internal HR
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Gauteng Provincial Government: The Office of the Premier

SUMMARY OF FRAUD PREVENTION PLAN
Img plan ga
matrix of tasks and responsibilities

awareness on the sick leave policy to all
|employees and to new employees duning
induction.

The Depantment should conduct training and
awareness on Ethics and Code of Conduct.
Managers should ensure adherence to the leave
palicy.

Human Resource Departmen! should extract
reports on ESS on unapproved leave and
communicate them to Managers

The Department shauld identify and investigate
palterns on uliisation of sick leave

The Department should take punitive achons
against fransgressors.

@AWB

Directorate: Directorate: Head:
Chief Fi | Directorat P, it Other Line Forensic Feedback

Components of the Plan Officer HR Services Management Services date Progress
Develop anti-fraud measures relating to: Director - Ongoing
- Advertising posis; Internal HR
- Pre-employment, ity ing and probity:
- Employee induction; -
Frobation,
- Ongoing financial disclosure and lifestyle audit,
- Obhgatory leave penods, and
- Exit procedures.
Develop a system with clear guidelines for the ~d
placing of prohibitions on individuals and entities * a l
found guity of fraud against the Depantment. Director - o S

Internal HR _____Ongoing

Develop a structured monitoning mechanism for Director - w Cngeing
the keeping of proper records of the policies and Internal HR A
procedures that are being updated, and of new @
policies and procedures that are being developed.
Disciplinary Code and Procedures -
Create amongst employees of Director - e
forbidden conduct in terms of the disciplinary Internal HR *
o =
Provide ongoing training of managers in the Director - : Cnggia
application of disciplinary measures and the Internal HR
disciphinary process. and sustain this training. Q
Develop a system ta faciltate the consistent D CnF
application of disciplinary measures.

P pinary m Ty,
Regularly monitor and review the application of Director - O
discipline with the objective of improving Internal HR <
weaknesses idenlified Q

‘Mitlgaﬁng Controls
The Department should conduct training and Director - IHR All Managers 30 November 2012 - Training on sick

leave Policy

Ongoing
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Gauteng Provincial Government: The Office of the Premier

SUMMARY OF FRAUD PREVENTION PLAN
Impl ion plan ga
matrix of tasks and responsibilities

Directorate:
Chief Financial
Components of the Plan DG Officer

Dir t Proc Other Line
HR Services Management

Head:
Forensic
Services

Feedback

date Progress

The Department should ensure that coocess to
archived documents is restrcted lo one official,
The Depantment should ensure that all paper
based records are digitised and access is
restricted.

The Department should ensure that information on
serveris encrypled

The Dapartment should ensure that documents
are centrally received by Registry.

The Department should provide training and
|awarenass on Registry and archiving of
documents.

Director - IT

The Departmen! should conduct training and
awareness on the working hour policy.

The Department should conduct training on Ethics
and code of conduct

Managers to ensure adherence (o the working
hour policy taking info consideration productivity
The Department should take disciplinary actions
against transgressors.

Ongoing

ls’ 30 November 2012 -Training

The Depanment should conduct traimng and CFO
|awareness on SCM policies to all staff.
The Department should enforce comphance fo
financial delegations
The Deg shaould | gate reported
cases of non-comphiance to SCM policies.
The Department should enforce corrective

for non-ce

e,

Director - IHR | Di A All Managers

)

— Director -1
relGione'S C

O

/)

The Depanment should conduct training and
awareness on the leave policy to all employees
and to new employees dunng induction.

The Department should conduct training and
awareness on Ethics and code of conduct.
Managers should ensure adherence to the leave
policy.

Human Resource Department should extract
reports on E83 on unapproved leave and

for icate them to Managers

The Department should take punitive actions
against transgressors.

Director - IHR

S

o. ember 2012 - training

Ongoing

%

Quartely commen 2nd quarter
ending 31 mber

On
[ |

o~

| 30 November traning on leave
¥

Ongoing

The Department should ensure adherence (o
|manthly limits as set on the felephone
management policy.

The Daepartment should conduct traming and
awareness on Ethics

The Department should consider limiting the size
of e-mail accounts.

The Departmant should consider limiting types of
websites that can be visited.

The Department should conduct training and

on IT poli to gers.

Director -|HR Director - IT
(Traning}

By 30 November 2012 - Training on IT
Policies and Ethics
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SUMMARY OF FRAUD PREVENTION PLAN
P tation plan ga
matrix of tasks and responsibilities

Comganenu of the Plan

Directorate:

Chief Fi

Directorate:

Officer

HR

Services

Head:
Other Line Forensic Feedback
Management Services date

ngress

The Dey should enf the Fil jial
Disclosure Framework

The Department should condut training and
awareness on Ethics .

The Department should ensure that employees
declare gifts received on the gift register as per
the Explanatory Manual on the Code of Conduct
for the Public Servies

The Department should conduct venfication of
disclosures by conducting avdits on disclosure of
interest

Director - IHR.

The Departmen! should ensure that purchases
above R500 000 are processed through DAC
Declaration and venfication of interest by DAC
members.
The Department should enforce comphance with
SCM policies, Financial and Procurement
delegations

The Department should enforce compliance to
existing BEC guidelines.

The Departmen! should communicate the
oulcomes of the lender to unsuccessful bidders
The Department should rewiew the Service Level
Agreement with GDF regarding procurement of
goods and service s

CFQ

Director - SCM |

All Managers;

The Department should appoin! the Ethics Officer
The Dy should conduct ing on ethics
to MMS members & Assistan! Directors and
Finance officials

The Depanment should enforce Complhance to
existing policies (usage of GG vehicles, Asse!
Management policy, Delegation of authonty).

CFQ

Director - IHR

SOuts

30 Apnl 2013 - Submission of Financial
Disclosure forms

30 November 2012 - Training

30 Sep 2012 - for verification of
Gift register

i Ongoing

hber Eg 11 reviewing the

.
O

30 Sept 2012 - for Appeidting the Ethics
Ot
30 Novemb 1 -.rraining

D.

All procured assets fo be delivered to SCM unit
Programme Managers to sign off RLS02 on
receipt of invoice and venfication of work done fo
specification.

Restnction of suppliers for work not done
according to specifications

Director - SCM

Director - SCM

Quartely

The D should imp!
track new laptops.

The Department should ensure Bar-coding of ail
assels.

The Department should ensure that secunty
officials are present at all entrances

Secunty officials should monitor the CCTV.
Managers should ensure completion of asset
movemeant form

The Depantment should report stofen assets to
SCM.

a software fo

Director - SCM

Director - IT

Drrector - Security,
and Director -
Secunty;

All Managers

Maonthly reports to EMT

Ongoing

The Department should enforce comphance with
existing policies (Asse! Managemen! policy.
Delegation of authority).

Director - SCM

Cngoing.

Physical and information ¥

Physical security

Paged ol 7

Annexure B
to the Fraud Prevention Plan
Final Report



Gauteng Provincial Government: The Office of the Premier

SUMMARY OF FRAUD PREVENTION PLAN
Implementation plan containing a
matrix of tasks and responsibilities

Components of the Plan

Conduct a regular detailed review of the physical
at the D U's offices

and imp

|Information security

Ensure that all employees are sensitised on a
regular basis 1o the fraud nsks assocated with

ly and the of comp
resources

Forward regular communiqués to emplayees
pointing out secunty policy with a particular
emphasis on e-mail and Infernet usage and the
implications (e g. disciplinary action) of abusing
these and other computer related facilties

Provide training fo employees on management of
intellectual property and confidential information

Director - IHR

Conduct reqular review of information and
computer secunty

Director

[B. DETECTING AND INVESTIGATING FRAUD

|Internal Audit
Develop

Audit

gies 1o
g of the role of Internal

CFO
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SUMMARY OF FRAUD PREVENTION PLAN
Implementation plan containing a
matrix of tasks and responsibilities

The Office of the Premier

8 ’OA

Directorate: Directorate: Head:
Chief Financial | Directorate: | Procurement Other Line Forensic Feedback

Components of the Plan Officer HR Services Management Services date Progress
Regularty re-emphasise to all igers that CFO
consistent complance by employees with internal
control is one of the fundamental controls in place
o prevent fraud Ongaing
Enc gers fo recognise that i CFO

| shorte identified dunng the course

of audits are. in many instances, purely symploms
and that they should stnve fo identify and address o~
the causes of these i I control weak * an Ongoing
in addition to g the control b o

Ongoling fraud risk assessment and

|mlnlgament
Conduct of fraud nisk assessment to identify the
fraud and corruption nisks that it is faced with

Head: Forensic

Fraud and Corruption Detection

Canduct specific fraud delection reviews in some
of the identified high fraud nsk areas on a regular
basis

Fo
Services

A

Ongoing

Ongomg
-

|Reporting and monitoring
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SUMMARY OF FRAUD PREVENTION PLAN
Implementation plan containing a
matrix of tasks and responsibilities

F ncial Gov The Office of the Premier

Cclrnggnents of the Plan

DG

Directorate:
Chief Financlal
Officer

Directorate:
HR

Directorate:
Procurement
Services

Other Line
Management

Head:
Forensic
Services

Feedback
date

Progress

|Ensure that a system is developed for the keeping
of records of all other allegations brought to the
altention of the Department

CFO

Ongoing

Prowision of fraud statistics to the DPSA in line
with Cabinet Instructions

Head Forensic
Services

Ongoing

Report on the performance of the minimum anli-
corruption capacity as part of its annual report

Fraud Policy and Response Plan

Circulate the Fraud Policy to all employees and
appropnale sections to the public, customers and
providers of goods and services

CFO

Head: Forensic
Services

Ongoing

Ongoing

C. FURTHER IMPLEMENTATION AND
MAINTENANCE

Creating awareness

Conduct formal fraud awareness presentations for
selected emplayees in planned workshops

CFO

Head: Forensic
Sepgees

Develop other o ication mechani: for the
Plan

CFQ

Provincial Anti-Corruption Forum

Presentation of guarterly reports to this forum as
required by its terms of reference

Ongoing maintenance and review

SOUits

Ensure that angoing communication and
implementation strategies are developed and
implemanted

CFO

Head. Forensic
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