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CITY OF CAPE TOWN FRAUD PREVENTION POLICY

Introduction and Public Commitment

1

. The City of Cape Town is a metropolitan authority established under
the South African Constitution and other laws applicable to local
government.

There is a continuing need to raise staff awareness of their
responsibility to safeguard public resources against the risk of fraud.
The overall purpose of this statement, the Fraud Prevention Policy, is
to detail responsibilities regarding the prevention of fraud. The
procedures to be followed in the event of a corporate crime being
detected or suspected are detailed.dn the Fraud Response Plan. Both
documents relate jor &4 and loss Withim the City Of Cape Town (the

City).

Against the background of its statrtory framaework and as part of its
vision for d-crediblenGitgm it “is ,committead to introducing good
governance practices thaliBlRECRy qovernmBnt closer to the people,
empower communities, ephance Miegrity and ruthlessly deal with any
form of fraug, corruptidn or maladministr®tion (coliectively referred to
as “corporate crime*)™Thigmaans managing the risk which corporate
crime poses to the City and minimising the losses and potential josses
from such crime as effectively as possible.

Corporate crime includes fraud, corruption, theft, maladministration,
negligence and other unethical behaviour, which, if allowed to continue
unchecked, would or may have a significant effect on the City's risk
profile.

The City requires all staff, at all times, to act honestly and with integrity,
and to safeguard the public resources for which they are responsiblie.
Corporate Crime is an ever-present threat to these resources and must
be a concern to all members of staff. The City will not tolerate any level
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CITY OF CAPE TOWN FRAUD PREVENTION POLICY

of fraud, theft, corruption or maladministration consequently, City policy
is to thoroughly investigate all suspected frauds and allegations
(anonymous or otherwise) and where appropriate, refer to the South
African Police Service. The City is also committed to ensuring that
opportunities for fraud and corruption are reduced to the lowest
possible level of risk.

5. Appropriate action will be taken against any person in its employ that is
involved in, or assists with committing fraud, theft, corruption, or
associated internal irregularities, and the City will actively seek legal
fécourse against all employees and staff (including temporary staff,
independlent contractors, employees of contracted service providers
and applicable Municipa entities) in\dlved in such acts. Failure by any
employee of they €ty to comply with 4his policy could result in
disciplinary actign beingséken agRiast that individual.

DEFINITIONS-OF TERMS REFERRED TO IN'FRAUD PREVENTION
POLICY

6. City of Cape Town: Meghs thel®ity of Cdgé Town established in
terms of the Local Government MuhnicipalgStructures Act 117 of 1998
and inctudes councill§;3, managers and staff.

7. Code of Conduct for Councillors: means the Code of Conduct for
Councillors contained in Schedule 1 of the Local Government
Municipal Systems Act 32 of 2000

8. Code of Conduct for Municipal Staff Members: means the Code of
conduct for employees contained in Schedule 2 of the Local
Government Municipal Systems Act No 32 of 2000.

9. Constitution: means the Constitution of the Republic of South Africa
108 of 1995.
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CITY OF CAPE TOWN FRAU N'PREVENTION POLICY

10.  Corporate Governance: in ‘the context of the City of Cape Town,
means aligning, as nearly as possible and in a fair, transparent,
accountable manner, the interests of the political structures and
administration of the City with those of the community (residents,
ratepayers and the various other groups involved in City affairs).

11. Councillor: means a Councillor of the municipal council of the City of
Cape Town.

12, Corruption: is defined according to the Prevention and Combating of
Corrupt Activities, Act No 12 of 2004 of South Africa:

Any person who, directiiudr indirectly-
(a) accepts or @drees or offers to acceet any gratification (see
definition.ghgratification belowliitom any
other persan, whethdr for thebafefll of himself or herself or for the
benefit oflahother persen;, or
(b) gives oradrees or okersto giie™o any othefPBerson any
Gratification, whetHer {8r the b@nefit of that other person or for the
Benefit of another gerson, in order to aet, personally or by
Influencing anoth&r’pafgonlsd td @Bt in a manner —
(i) that amounts to the —
(aa) illegal, dishonest, unauthorised, incomplete, or biased: or
(bb) misuse or selling of information or material acquired in the
Course of the, exercise, carrying out or performance of any
Powers, duties or functions arising out of a constitutional
Statutory, contractual or any other legal obligation;
(i) thatamounts to —
(aa) the abuse of a position of authority;
(bb) a breach of trust; or
(cc) the violation of a legal duty or a set of rules:
(iii) designed to achieve an unjustified result; or
(iv) that amounts to any other unauthorised or improper inducement
to do or not to do anything,
Fraud Hotline 0800 32 31 30 Page 3 of 20
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CITY OF CAPE TOWN FRAUD PREVENTION POLICY

is guilty of the offence of corrUption.

Graiification includes —

13.

(a) money, whether in cash or otherwise;

(b)

(c)

(d)

(e)

(®

(9)

(h)
(M

)

any donation, gift, loan, fee, reward, valuable security, property or
interest in property of any description, whether movable or
immovable, or any other similar advantage;

the avoidance of a loss, liability, penalty, forfeiture, punishment or
other disadvantage;

any office, status, honour, employment, contract of employment or
services, any agreement to give employment or render services in
any capacity and residential or holiday accommodation:;

any payment, relgnsd disChanQf or liquidation of any loan,
obligation or gifjet liability, whether in Whale or in part;

any forbeatance to Gemandyagy money.or money's worth or
valuable thimg:

any otheg=service or favour’ or advantages=of any description,
including Brotectién fiomSany»bcnalty ox disability incurred or
apprehended or frofm Ny actign or proce#dings of a disciplinary,
civil or criminal nature, wheth& or mot already instituted, and
includes the exerfige oflthae fordBarance from the exercise of any
right or any official power or duty;

any right or privilege;

any real or pretended aid, vote, consent, influence or abstention
from voting; or

any valuable consideration or benefit of any kind, including any
discount, commission, rebate, bonus deduction or percentage;

Fraud: is defined according to the common law of South Africa, and is

summarized for ease of reference as:

Any unfawful act or omission by which a misrepresentation is made
with the intention to defraud which causes actual prejudice or which is
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CITY OF CAPE TOWN FRAUD PREVENTION POL|CY

14,

15.

16.

17.

18.

19.

20.

21.

potentially prejudicial to another, wnetner or not there is personal
benefit to the perpetrator

Mayoral Commilttee: means the Committee appointed by the Mayor to
assist her/him in managing the City's affairs on a day-to-day basis.

Outside Parties: means any person or entity with whom the City
interacts including contractors and suppliers, consultants and members
of the public

Policy: means the Fraud Prevention Policy.

Protected Disclosufe{afehns a proteeted disclosure as defined in the
Protected Disclos@yds Act 26 of 2000,

SCOPA: means the City’s Staneing®8mmitteaon Public Accounts, a
Committee edfablished o jaserdef to ensure poiiical accountability and
legislative oveféight of the Clty's aeeounts.

Staff: means the empigyees of the City 6f Cape Town including the
City Manager.

Theft: is defined according to the common law of South Africa, and is
summarized for ease of reference as:

“The unlawful misappropriation of movable property or money with the
intention te steal".

Top Management: means the City Manager and those Executive
Directors, Directors, Strategic Executives and/or other Directors, who
serve together as the top management committee of the City's
administration.
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CITY OF CAPE TOWN FRAUD PREVENTION POLICY

22.  Line Management: means any statt member in reporting levels 1 to 4
and includes all City staff members that exercise a management or
supervisory function, including Top Management,

The City’s Responsibilities

23.  The Accounting Officer is responsible for establishing and maintaining
a sound system of internal control that supports the achievement of
City policies, aims and objectives. The system of internal control is
designed to respond to and manage the whole range of risks that the
City faces. The system of internal control Is based on an on-going
process designed to identify the principal risks, to evaluate the nature
and extent of those siska%nd 1o mantge,them effectively. Managing
fraud risk will be €8en in the context of themanagement of this wider
range of risks.

24.  Overall resporisibility fonmanaging the risk of fraud has been delegated
to the Manager Forensic\Sarviges. His/he respdnesibilities include:

(@)  Developing a fradd ek profiig and undertaking a regular review
of the fraud riskggssociated with eaéh of the key organisational
objectives in ordet 1afkecpthe piefile current;

(b)  Establishing an effective anti-fraud policy and fraud response
plan;

(c)  Designing an effective control environment to prevent fraud
commensurate with the fraud risk profile;

(d)  Operating appropriate pre-employment screening measures;

(e)  Establishing appropriate mechanisms for:

* Reporting fraud risk issues:

e Reporting incidents of fraud to the Accounting Officer;

* Reporting to the Audit Committee; and

e Coordinating assurances about the effectiveness of anti-
fraud policies to support the Statement on Internal Control;

(f) Liaising with the Risk Committee;
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CITY OF CAPE TOWN FRAUD PREVENTION POLICY

25,

(9)

(h)

U

Making sure that all staff are aware of the organisation’s anti-
fraud policy and know what their responsibilities are in relation to
combating fraud:;

Ensuring fraud awareness training is provided as considered
appropriate and, if necessary, more specific anti-fraud training
and development is provided to relevant staff;

Ensuring that vigorous and Prompt investigations are carried out
if fraud occurs, is attempted or is Suspected, with due regard to
available resources:

@ Ensuring, where appropriate, legal and/or disciplinary action
against perpetrators of fraud is instituted:;

(k) Ensuring, where appropriate, disciplinary action against
supervisors where Supervisorytdimres have contributed to the
cornmissioRdr fraud;

) Ensuringi~where @ppropriagy disciplinaty action against staff
who faik4 report fiaud:

(m)  Taking @propriate agtieq 1 recover asseis and losses; and

(n)  Ensuring that apPsQRFAte"aeton is takerfSo minimise the risk of
similar frauds occurifg in fulete.

Councill

The Council is accountable to the community and other stakeholders
for the sound management of the City. On a day-to-day basis the City
is, however, managed by the Executive Mayor in consultation with the
Mayoral Committee and the City Manager and Top Management. The
Council's general oversight role includes the management of the risk to

the City from corporate crime.
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CITY OF CAPE TOWN FRAUD PREVENTION POLICY

26.

7.

28.

28.

The Executive Mayor, in consultation with the Mayoral Committee,
City Manager

In line with the requirements for good corporate governance outlined in
the King Il Report and in recognition of the way in which the City is
currently structured, are jointly accountable to the Council and the
community and other stakeholders for, at a strategic level:

o managing the risk to the City from corporate crime, due regard
being had to international best practice;

o preventing consequential logs to the City from such crime;

. promoting, develdping and sustaftipg a culture of zero tolerance
to corporate’@rime:

. implemeitiing apprapriate crnig:prevention, detection,
investigation and pfosecutiof strafegies, pelicies and action
plans tolathieve these; apd

. monitoring and eyvaluatina the succes&of such strategies,
policies and_action plans

In doing so, they will als Bé-guided pyrecommendations made in this
regard by the City's Audit Committee and SCOPA.

Councillors

Councillors are legally bound by the Code of Conduct for Councillors
and must comply with and actively promote this Policy.

Councillors must contribute to developing and sustaining a culture of
zero tolerance of corporate crime in or against the City

Fraud Hotline 0800 32 31 30 Page 8 of 20
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CITY OF CAPE TOWN FRAUD PREVENTION POLICY

Line Manager’s Responsibilities

30. Line manager's must promote and develop a culture in the organisation
of zero tolerance of corporate crime and lead by example. They must
ensure that all cases of corporate crime or alleged corporate crime are
reported promptly to the Manager: Forensic Services. Furthermore, line
management must support and actively assist in any forensic
investigations undertaken by Forensic Services,

31.  Line managers are responsible for ensuring that an adequate system
of internal control exists within their areas of responsibility and that
controls operate effacfivaty, Respomsdilty for the prevention and
detection of fraud; Merefore, rests primarily yiih managers,

32, A major element of goodLorporateg®Erance j8.a sound assessment
of the organis&lion's busincssisks. Managers need to ensure that:

(@) Fraud Héks have been idantified within  Risk and Control
Frameworks encomplassing®dll operations for which they are
responsible;

(b)  Each risk has baen assessed femiikelinood and potential impact;

(c) Adequate and effective controls have been identified for each
risk;

(d) Controls are being complied with, through regular review and
testing of control systems:

()  Risks are reassessed as a result of the introduction of new
systems or amendments to existing systems;

4] Where a fraud has occurred, or has been attempted, controls
are reviewed and new controls implemented, as necessary, to
reduce the risk of fraud recu rring; and

(9) Fraud occurrences are quantified on an annual basis and Risk
Registers/Risk and Control Frameworks updated to reflect the
quantum of fraud within the Business Area. Where appropriate,
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CITY OF CAPE TOWN FRAUD PREVENTION POLICY

33.

34,

35,

36.

strategies should be devisea 10 combat recurrence of fraud and
targets set to reduce the level of fraud.

In terms of establishing and maintaining effective controls, it is

generally desirable that:

(@) There is a regular rotation of staff, particularly in key posts
where possible and practicable;

(b)  Wherever possible, there is a separation of duties so that contro|
of a key function is not vested in one individual;

(c)  Backlogs are not allowed to accumulate;

{(d)  In designing any new system, consideration is given to building
in safeguards to prevent jand/or detect internal and external
fraud.

As fraud preveniion is t1{a ultimatayadm, anti-frand measures should be
considered and incorpordied in-€vg®*System and programme at the
design stage, 2.9. the design of application feems, the statement of
accountabiility “in respett (of the eontent in cempleted applications,
regular monitoring of expefitiiture &te. Internal Audit is available to offer
advice to managers amarisk and control iSsues in respect of existing
and developing Systems/piGgrafafncs:

Internal Audit

Internal Audit is responsible for the provision of an independent and
objective opinion to the Accounting Officer on risk management, control
and governance. The adequacy of arrangements for managing the risk
of fraud and ensuring the City promotes an anti-fraud culture is a
fundamental element in arriving at an overall opinion.

Internal Audit has no responsibility for the prevention, detection or
investigation of fraud. However, internal auditors are alert in all their
work to risks and exposures that could allow fraud. Individual audit
assignments, therefore, are planned and prioritised to assist in
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Fraud@capetown.gov.za



CITY OF CAPE TOWN FRAUD PREVENTION POLICY

deterring and preventing fralid oy examining and evaluating the
effectiveness of control commensurate with the extent of the potential
exposure/risk. Risk and Control Frameworks are also reviewed as a
constituent part of each audit assignment to ensure that management
have reviewed their risk exposures and, where appropriate, identified
the possibility of fraud as a business risk.

Staff Responsibilities

37.  City staff members are bound by the South African law (both statute
and common law), the terms and conditions of their employment and
also the Code of Conduct for Municipal Staft Members, City policies
and instructions issuad(by managerment fsom time to time.

38. Every membepof staif’has a dily to ensuge, that public funds are
safeguarded add therefofe, evewoud s responsidie for:

(@)  ActingCith Propriciyeln the use of offiglEl resources and the
handling and uss of publie funds in all ffstances. This includes
cash and/or payrgent systbms, receipts and dealing with
suppliers;

(b)  Aspiring to the 101 gitinddor e Diinciples, selflessness, integrity,
objectivity, accountability, openness, honesty and leadership;
and

() Being vigilant to the possibility that unusual events or
transactions could be indicators of fraud and alerting their line
manager where they believe the opportunity for fraud exists
(Appendix | provides examples of Fraud Indicators. In addition,
Common Methods and Types of Fraud are included in Appendix
I, with Examples of Good Management Practices Which May
Assist in Combating Fraud detailed in Appendix I1).

39.  In addition, it is the responsibility of every member of staff to report
corporate crime immediately to their line manager or the Manager
Forensic Sarvices if they suspect that same has been attempted or
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CITY OF CAPE TOWN FRAUD PREVENTION POLICY

40.

41.

42.

43.

44,

45.

committed, or see any suspicious acis or events, A Whistleblowing
Policy is currently being developed and reference details will be
provided in this document on finalisation.

An Anti-corruption hotline facility is available on 0800 32 31 30. The
Hotline operates 24 hours a day and all information received is treated
in the strictest confidence.

Staff must assist any investigations by making available all relevant
information, by Co-operating in interviews and where appropriate
providing a witness statement.

As stewards of publia {urids, City OMicigls must have, and be seen to
have, high standaygs of personal integrity. ‘Staff should not accept gifts,
hospitality or benefits any kindgifom a thiggh party, which might be
seen to compighise thejf integrind¢yeeTty's G Policy refers).

It is also essential thai staff understand andadhere to laid down
Systems and procedurés icludingy¥hose of a personnel/management
nature such as subgission of expenses claims and records of
absence, flexi and arindal jegva

Mala fide reporting to line management and/or the Manager Forensic
Services with the knowledge that such transmittal of information is false
or with wilful disregard of the truth shall constitute misconduct, for
which disciplinary measures may be imposed.

Suppliers, Contractors, Consultants and the Community
Responsibllities

Suppliers, contractors and consultants are expected to act honestly
and fairly in all their dealings with the City and failure to do so may
result in the cancellation or suspension of any tenders awarded to them

Fraud Hotline 0800 32 31 30 Page 12 of 20
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486.

47.

48.

48.

50.

51.

and/or their being deregistered by e Lty and/or being reported to the
South African Police Services.

The community is encouraged to make use of the City's Fraud Hotline

or Fraud e-mail (fraud@cagetown.gov.za) to report instances or

allegations of corporate crime involving the City.
investigation

Line managers should be alert to the possibility that unusual evenis or
transactions can be symptoms of fraud or attempted fraud. Fraud may
also be highlighted as a result pf specific management checks or be
brought to manageniefir&ate ntion'BY fgiird party.

It is City poligwithat th&fe will b&bnsistent Randling of all suspected
fraud cases without regard to pestigfifeld or leriath of service.

Forensic investigators shalllhave™rce accessH all staff, records and
premises In order to cerrygbut inv@stigations.

Irrespective of the Sefiicé of lsgspieien, it is for the appropriate ling
management to undertake an initial examination to ascertain the facts
(normally the Head of Branch) and to confirm or repudiate the
suspicions, which have arisen so that, if necessary, further
investigation may be instigated. After suspicion has been roused,
prompt action is essential. However, as detailed in the Fraud
Response Plan, It is imperative that such enquiries should not
prejudice subsequent investigations or corrupt evidence,
therefore, IF IN DOUBT, ASK FOR asslistance from the Manager
Forensic Services.

If the initial examination confirms the suspicion that a fraud has been
perpetrated or attempted, management must follow the procedures
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52.

53.

54,

55.

56.

57.

provided in the City's Fraud Response Plan, which forms part of the
City's Fraud Prevention Policy.

Disciplinary Action

After full Investigation the City will take legal and/or disciplinary action
in all cases where it is considered appropriate. Any member of staff
found guilty of a criminal act or misconduct of which dishonesty is an
element will be considered to have committed a serious disciplinary
offence and is likely to be dismissed from the City on the grounds of
gross misconduct,

Where supervisory negligence ia ‘folhd to be a contributory factor,
disciplinary  actian may also be “pitiated against those
managers/supervisors ré&ponsibley

It is City poliey that in all cases of fraud, thaft and/or corruption,
whether perpdirated &r eitempted By a membeenf staff or by external
organisations or person§, the case Will be referr&d to the police.

Losses resulting fror. ¥radd shaulddke recovered, subject to legal
opinion vis-a-vis any potential write-offs.

Conclusion

It is appreciated that the circumstances of individual frauds will vary.
The City takes fraud very seriously and will ensure that all cases of
actual or suspected fraud, including attempted fraud, are investigated
and that appropriate remedial action is taken, Managers should be
fully aware of their responsibility to protect public funds and as such,
should always be alert to the potentiai for fraud.

Any queries in connection with this policy document should be directed
to the Manager Forensic Services.
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58. Internal Audit is available to offer advice and assistance on internal
control issues.
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Appendix |

Indicators of Fraud

Missing expenditure vouchers and unavailable official records
Crisis management coupled with a pressured business climate
Excessive variations to budgets or contracts

Retusals to produce files, minutes or other records

Increased employee absences

Borrowing from feliow employees

An easily led personality

Covering up inefficiencies

Lack of management oversight

No supervision

Staff turnover is excessive

Figures, trends or results which do not accord with expectations
Bank reconciliations are not maintained or can’t be balanced
Excessive movement of cashMmmds

Muttiple cash collection QOIS

Remote locations

Unauthorised changes™o systems or work practices
Employees with os{dide busifiess inte réStg.or othef #0Ds3
Large outstanding-Bad or doybtful delst

Offices with excesslvely flamboyant chéiracteristics
Employees sufferifig finanefat hardships

Placing undated/post-dated personalehtques in pelly cash
Employees apparently living’odyond th@i% means

Heavy gambling debt4

Signs of drinking or drug alghse problems

Conflicts of interest

Lowest tenders or quotes passe®overwith Scant explanations recorded
Employees with an apparently excessive work situation for their position
Managers bypassing subordinates

Subordinates bypassing managers

Excessive generosity

Large sums of unclaimed money

Large sums held in petty cash

Lack of clear financia] delegations

Secretiveness

Apparent personal problems

Marked character changes

Excessive ambition

Apparent ack of ambition

Poor morale

Excessive control of all records by one officer

Poor security checking processes over staff being hired
Unusual working hours on a regular basis

Refusal to comply with normal rules and practices
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Personal creditors appearing at the workplace

Non taking of leave

Excessive avertime

Large backlogs in high risk areas

Lost assets

Unwarranted organisation structure

Absence of controls and audit trails

Socialising with service providers — meals, drinks, holidays
Seeking work for clients

Favourable treatment of clients — eg allocation of work
Altering contract specifications

Contract not completed to specification

Contractor paid for work not done.

Grants not used for specified purpose
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Appendix il

Common Methods and Types of Fraud

Payment for work not performed
Altering amounts and details on documents

Collusive bidding

Overcharging

Wiriting off recoverable assets or debts

Unauthorised tfransactions

Selling information

Altering stock records

Cheques made out to false persons

False persons on payrolf

Unrecorded transactions

Transactions ( expenditure!receiptsfdeposits) recorded for incorrect sums
Cash stolen

Supplies not recorded at all

False official identificatiogyised

Damaging/destroying datumentation

Using copies of records and rgceipts

Using imaging ang desktopy p__ublishin_g iftechnology to produce apparent
original invoices

Charging incorreci-amounts

Transferring amofitis betwaeng@eeunts fre quently

Delayed terminati®is fror payroll

Bribes )

Over claiming expenses

Skimming and rounding

Running a private businesg WitfPoffieia agsets

Using facsimile signatures
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Appendix IlI

Examples of Good Management Practices Which May Assist in
Combating Fraud

All income is promptly entered in the accounting records with the
immediate endorsement of alf cheques

Regulations governing contracts and the supply of goods and services
are properly enforced

Accounting records provide a reliable basis for the preparation of
financial statements

Controls operate which ensure that errors and irregularities become
apparent during the Processing of accounting information

* A strong internal audit presence

* Management éncourages sound working practices
All assets are properly recorded and provision is made known or
expected losses

* Accounting instructions and financial regulations are available to all
staff and are kept up tp data

* Effective segregaiiat\“4f duties exisi) particularly in financial
accounting and castlfsecurities handling aréag

e Close relatives do ngi, work gogether, particularly in financial,
accounting andiCash/secifities hariling areas

* Promotion of eifiical behafiour '

* Act immediately on internal/exterd@l auditor's regort to rectify control
weaknesses

* Review, where possible tha finaneia! risks of eniployees

* Issue accounts payable gramptly afic follow-up'ahy non-payments

e Set standards of c8nduct for Suppliéfg and contractors

* Maintain effective secuy of physical asséfs; accountable documents
(such as cheque blels, Qrd&Tbdoks):; information, payment and
purchasing systems

* Review large and unusual payments

e Perpetrators should be Suspended from duties pending investigation

¢ Proven perpetrators should be dismissed without a reference and
prosecuted

* Undertake test checks and institute confirmation procedures

* Maintain good physical security of all premises

* Randomly change security locks and rotate shifts at times (if feasible
and economical)

e Conduct regular staff appraisals

e Review work practices open to collusion or manipulation

e Develop and routinely review and reset data processing controls

* Regularly review accounting and administrative controls

e Set achievable targets and budgets, and stringently review results

* Ensure staff take regular leave

¢ Rotate staff in key risk areas

¢ Ensure all expenditure is authorised

 Conduct periodic analytical reviews to highlight variations to norms
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e Take swift and decisive action on all fraud situations

¢ Ensure staff members are fully aware of their rights and obligations in
all matters concerned with fraud

s
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FRAUD RESPONSE PLAN
Introduction

The City of Cape Town has prepared this Fraud Response Plan to act
as a procedural guide and provide a checklist of the required actions,
which must be followed, in the event of a. fraud, or attempted fraud,
being suspected.

Adherence to this plan will ensure that timely and effective action is
taken to prevent further losses, maximise the recovery and minimise
recurrence of losses, identify the fraudsters and maximise the success
if any disciplinary/legal ee (B4 take!

The overarching themesgf this Biah is ‘IF IN DOUBT, ASK FOR
ADVICE', Thig applies af gMy pointdnan MVestiggiion,

In the event & a frand, attempted” fraud or ether illegal act being
Suspected, officials mugt i‘mmediateiy report the matter to their ling
manager/Head of Branch. If there IS conggrn that line Mmanagement
may be involved, the maitepshorid He ieported to the next appropriate
level. Additionally, the Manager Forensic Services should be
contacted. Where confidentiality is sought, staff may report their
Suspicions direct to the Forensic Department through the Hotiine,
(telephone no 0800 32 31 30 or on-ine via the e-maijl
Fraud@cagetowwgov.za.) The Hotline Operates 24/7 and aj
information received is treated in strictest confidence.

The City will treat all disclosures in a confidential and sensitive manner.
The identity of the individual may be kept confidential provided this
does not hinder or frustrate any investigation. However, there will be
occasions where the identity needs to be revealed. For example, where
the individual is required to give a witness statement or give evidence
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at a formal hearing, where allegations of misconduct or criminal activity
are involved.

In making a disclosure, the individual should take care to ensure the
accuracy of the information. Concems which are found to have been
raised frivolously, mischievously or maliciously or for personal gain
may result in disciplinary action being taken.

It is for line management to undertake an initial fact-finding exercise.
This discreet preliminary enquiry should be carried out as Speedily as
possible and certainly within 24 hours of the suspicion being raised.

The purpose of the ifirk tact-findMyf exercise is to determine the
factors that gaveZnse to suspicion and tolarify whether a genuine
mistake has bgen made o if it is [IKely that a fraud has been attempted
or occurred. =his may Anvolve discreet enquites with staff or the
examination ©F documentsmit is imperative That such enquiries
should not “prejudics subsequent invesfigations or corrupt
evidence, therefare, IF |N DOUBT, ASK FOR ADVICE. The Manager
Forensic Services cagebe contacted for @dvice on how to correctly
proceed al the prei[m’in’arilye”nquiry $tawe and on what further enquiries
are necessary,

If the preliminary enquiry confirms that a fraud has not been attempted
nor perpetrated, however, internal controls are deficient; management
should review their control systems with a view to ensuring they are
adequate and effective. The relevant Risk and Control Framework
should be updated; Internal Audit is available to offer advice and
assistance on matters relating to internaf controls, if required.

Formal Reporting Stage

If the preliminary enquiry confirms the suspicion that a fraud has been
attempted or perpetrated, management must ensure that all original
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documentation s preserved in a safe place for further investigation,
This is to prevent the loss of evidence, which may be essential to
support subsequent disciplinary action or prosecution. The facts should
be reported immediately to the Manager Forensic Services. Where
there is a risk of financia loss to the City, the Chief Financial Officer
should also be notified.

To remove any threat of further fraud or loss, management should
immediately change/strengthen procedures and if appropriate, suspend
any further payments pending full investigation.

The Manager Forensic Services, will recommend to the either the
Executive Mayor or REOrY Mahdg s (dependant on the delegated
authority required gi¥der the circumstances) the appropriate course of
action, which may includ@fa full foumél investigation, The scope of the
investigation shoiuld be déterminaé W Brensis Services, in line with
the System ofrSouncil RelegationS. Should FofEfsic Services advise
that further Udxperifem s féQtfred, eg «Attorneys, Forensic
Accountants/Investigator€, fHe Manager Forensft Services will engage
the appropriate assisfance togeth&r withy the appropriate project
management of same!

Responding Effectively to Fraud when it Occurs

Depending on the significance of the fraud, the fraud investigation
process involves some or all of the following:

* Ensuring that the actions to take if fraud is discovered are clearly
described in the organisation's Fraud Response Plan.

* The Manager Forensic Services providing the direction for any
fraud investigation. This includes the decision to conduct an
investigation whether in house or on a co-sourced basis.

» Establishing clear terms of reference for the investigation.



Appointing a Forensic Practitioner to take charge of the

investigation,

Setting up a mechanism to report on progress of the investigation to

appropriate senior levels of management as and when required to

do so.

Controlling the investigation and ensuring that it {(complies and)

meets its objectives.

The overall investigation process involves:

o Maintaining confidentiality;

o Recovering assets;

o Forensic investigations and protection of evidence;

o Interviewing witnessas and- dealing with employees under
suspicion;

o Controllind$olice involvement;

o Managigy civil Piocecdingstin conjgfiction and under the
auspices of the Legal Depénfficht;

o Liaisingvith expetsand requlators:

o Preparing media'siatements" 2nd

o Reporting grogress @nd findigs to senior management.

Ensuring that effecfiwg controls are in place to preserve all forms of

evidence. This is & kéylifagtar iEthe fraudster is to be prosecuted

Successfully as evidence must be legally admissible in court.

Making recommendation at an early stage on the action to be taken

with persons under suspicion and whether suspension or dismissaj

is necessary in consultation with the Industrial Relations

Department.  Arrangements for interviewing suspects must be

made and if criminal proceedings are initiated the Police must be

involved.

Adhering to a “fair and reasonable” approach in interviews at all

times.

Setting up adequate measures to protect the business throughout

the investigation process particularly when issuing statement to the

media.
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recommendations must be presenteq to  management on
completion of the investigation.

Liaison with the South African Police Service

The Manager Forensic Services should ensure that legal and/or police
assistance is sought wherg necessary.

Post Event Action

Where a fraud, or attempted fraud, WL Gccurred, management must
make any necessag\Changes to systems €1id procedures to ensure
that similar frauds or attempted frauglguill not recur.

Internal Audit i§=availahle to_offer Advice ang assfstance on matters
relating to interngl contrék,if considered appropriates

Communication
The following communications may be observed:

* The Forensic Department may communicate in the appropriate
media and/or forum, as determined by the Manager Forensic
Services, the outcome of disciplinary, criminal and civil hearings
resulting from a forensic investigations; and

e  This Fraud Response Plan should be reviewed annually to
determine whether it needs to be updated and if S0, changes should
be circulated throughout the organisation.
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Reporting Arrangements

The City's Audit Committee should be kept informed on a quarterly
basis of the developments of the prioritised investigations within the
Forensic Department.

The Manager Forensic Services will ensure that the legislative
requirements and obligations of reporting criminal conduct to the South
African Folice Services are satisfied,

The Manager Forensic Services report to SCOPA and/or the sub-
committees of same in relation tq any forensic investigation which falls
within the committee’s {Uristliction.

That all fraud~corruptida and/o eriminal conduct be reported to the
City Managet-dnd/or thd Execuiive Mavor interms of the System of
Council Dele@ations.

Conclusion

Any queries in conrfaetiog Witk this tesponse plan should be made to
the Manager Forensic Services.

Advice and assistance on internal control issues can be sought from
the Chief Audit Executive.

Advice and assistance on matters relating to risk management can be
sought from the Chief Risk Officer.



